Digital Forensics (Theory and Practical)

Week 1: Introduction to Cybersecurity and Digital Forensics — Overview of cybersecurity principles, the role of digital forensics, and characteristics of digital evidence. 
Week 2: Steps in the forensic process, common cyber threats, and protection mechanisms.
Practical: Explore forensic environments using Autopsy; identify and classify types of cyber threats; practice basic evidence handling and protection tools.
Week 3: Data Representation and File Systems — Understanding data representation in memory, file system organization, and fundamentals of file recovery. 
Practical: Recognizing modified extensions and suspicious files.
Week 4: Collecting and Preserving Digital Evidence — Evidence acquisition methods, imaging, and preservation best practices to maintain data integrity.
Practical: Create and verify forensic disk images; using of hex files 
Week 5: Legal Process in Digital Forensics — Understanding cyber laws, digital rights, and legal frameworks governing digital investigations.
Practical: Review case studies of digital crimes >
Week 6: Data Hiding
Practical:.
Week 7: Midterm Exam
Week 8: Introduction to Encryption Decryption Techniques — Password recovery, cryptanalysis basics, and ethical use of cracking tools in forensics.
Practical: Use Kand ali Linux tools to analyze encrypted files and experiment with simple encryption/decryption techniques 
Week 9: File Hashing and Integrity Verification — Role of hashing algorithms in verifying data authenticity.
Practical: Test password recovery and decryption tools on protected files within a controlled lab environment.
Week 10: Analyzing Network Traffic for Forensic Evidence — Capturing, monitoring, and interpreting network data to trace cyber incidents.
Practical: using network analysis tools
Week 11: Chain of Custody in Digital Evidence — Maintaining documentation and authenticity throughout the evidence lifecycle.
Practical: Create a chain-of-custody form for a simulated investigation.
Week 12: Report Writing and Documentation in Forensics — Structure and components of professional forensic reports.
Practical: Draft a forensic case report using data collected from previous lab exercises.
Week 13: Network analysis:  Ethical hacking overview and its relation to forensic readiness.
Practical: Use Kali Linux penetration tools to simulate attacks and log forensic traces.
Week 14: Project Presentation and Evaluation — Presentation of fully digital forensic investigation, including evidence acquisition, analysis, and reporting.
Week 15: Final Exam
